ABSTRACT The security of information over wireless channels has always been an important aspect of wireless communication research. In this paper, the secrecy performance of a spatial modulated system with an artificial noise is investigated over the Rayleigh channel, and the corresponding secrecy rate is analyzed in the presence of imperfect channel state information (CSI). Based on the secrecy performance analysis, the ergodic rates and the corresponding lower bounds of the legitimate receiver and eavesdropper are, respectively, derived. As a result, the closed-form lower bound of ergodic rate of the legitimate receiver is obtained, and the lower bound of ergodic rate of the eavesdropper and the corresponding ergodic secrecy rate (ESR) can be achieved by calculating the mean values. To avoid the mean operation and reduce the complexity, the closed-form approximated expression of ESR is also derived. This theoretical ESR can include the one under perfect CSI as a special case and has the value close to the corresponding simulation. Thus, it can provide good performance evaluation for the artificial-noise-aided spatial modulation system with imperfect CSI. Simulation results verify the effectiveness of the theoretical analysis. The system with imperfect CSI is found to have low ESR as compared to the one with perfect CSI due to the estimation error. Moreover, initially, the ESR increases with increasing power of artificial noise, but then, due to the total power constraint, it starts decreasing.
I. INTRODUCTION
Spatial modulation (SM), has recently received much attention because of its high spectral efficiency and lowcomplexity capabilities. In SM scheme, only one transmit antenna is usually activated at any time slot and the active antenna indices are used to convey additional information, thereby reducing the inter-channel interference and eliminating the synchronization requirement of transmit antennas [1] , [2] . Because of the broadcast nature of wireless signals, the security of transmitted information in SM needs to be improved for against eavesdroppers [3] .
Physical layer security is an effective method to enhance the secrecy performance by exploiting the characteristics of wireless channels [4] , [5] . For passive eavesdroppers, they do not transmit any signals but just receive, thus the source does not know any eavesdropper's existence or the channel gain. To solve this problem, artificial noise and other methods such as random subcarrier-selection have been introduced to MIMO systems for secure transmission [6] - [10] . For guaranteeing the secure transmission of SM, some physical layer security schemes for the SM system have been proposed [11] - [13] . Reference [11] provides a precoding scheme for SM with finite alphabet input given that the channel state information (CSI) of source-to-eavesdropper is available at the source. While for the passive eavesdroppers, it is difficult to obtain the prior CSI. To resist passive eavesdroppers at unknown locations, a lowcomplexity approach using artificial noise and its corresponding secrecy rate analysis was presented in [12] . For better secrecy performance, a secure unitary coded spatial modulation scheme was proposed in [13] , which combined SM with unitary codes for higher diversity at the desired receiver, and it exploited artificial noise to degrade the performance at eavesdropper. Reference [14] considered a full-duplex receiver that simultaneously transmits jamming signals and detects the SM signals. Moreover, an asymptotical approximation of ergodic secrecy rate (ESR) was derived when the number of transmit antennas at the Bob's receiver is very large. All the above mentioned works assume the perfect CSI knowledge for both the main and eavesdropping channel. In practice, however, the influence of imperfect CSI cannot be ignored due to the channel estimation error.
Motivated by the above mentioned reason, we will analyze the secrecy performance of SM system with artificial noise over Rayleigh fading channels for perfect and imperfect CSI, and derive the corresponding approximated expressions of ESR. In this system, the artificial noise is mixed with SM signal to degrade the performance of the eavesdropper. Also, the lower bounds and approximated expressions of ergodic rates at the legitimate receiver and the eavesdropper are, respectively, derived, and subsequently the approximated ESR which contains the mathematical expectation is obtained. To avoid calculating the expectation, an approximated closed-form ESR is further derived. Computer simulation shows that the theoretical results are close to the corresponding simulations under imperfect and perfect CSI, and the secrecy rate becomes lower with the increase of estimation error, which corroborates the validity of the derived expressions.
The notations in this paper are shown as follows. The superscripts (·) T and (·) H represent the matrix transposition and conjugate transposition, respectively. Bold uppercase letter and bold lowercase letter denote matrix and vector, respectively. E[·] stands for the expectation operator and 0 n×m denotes a n × m all-zero matrix. · 2 F is the Frobenius norm.
II. SYSTEM MODEL
In this paper, the secure SM system consists of one source node (Alice), one legitimate receiver (Bob) and one eavesdropper (Eve). Alice is equipped with N a transmit antennas, and Bob and Eve are both equipped with single receive antenna. Based on the basic idea of SM, with total log 2 (MN a ) bits for each transmission, log 2 (N a ) bits determine the index of active transmit antenna i, i ∈ [1, N a ], and log 2 M bits are used for M -ary constellation mapping. Thus the transmitted SM signal is expressed as [15] 
where x q is the i-th element and represents the q-th symbol of M -ary constellation. Considering the fact that perfect CSI is hard to obtain in practice due to the estimation errors, we assume that the imperfect CSI of main channel (Alice-to-Bob) is available at Alice and Eve, and the imperfect CSI of eavesdropping channel (Alice-to-Eve) is available at Eve. The relation between the actual channel h l , l ∈ [b, e] and its estimate can be given by [16] 
σ 2 is the estimation error variance and reflects the accuracy of the CSI, here, we consider two different models to model σ 2 : 1) it is constant independent of SNR; 2) it is a decreasing function of SNR. When σ 2 = 0, perfect CSI is available. For that the transmitter is only aware of the estimate ofĥ b , the null space ofĥ b is used to reduce the interference of the artificial noise to Bob. Taking the singular value decomposition ofĥ b , we can obtain
where d is the singular value ofĥ b and v 1 ∈ C N a ×1 is the singular value vector corresponding to d. V 0 is a N a × (N a − 1) null space ofĥ b . Thus, the transmitted signal consisting of SM signal and artificial noise (AN) is expressed as [12] , [17] 
where P is the total transmit power, and θ is the coefficient of the power allocated to the SM signal, θ ∈ [0, 1] [18] . z is a (N a − 1) × 1 artificial noise vector whose elements are complex Gaussian distributed with zero mean and unit variance. With this transmitted signal, the received signals at Bob and Eve can be, respectively, given by
and (6) as shown at the top of following page. Where ρ = 1 − σ 2 , n b and n e are zero-mean complex Gaussian noise with variance of N 0 . The average signal to noise ratio (SNR)
, the artificial noise is partially eliminated at Bob. VOLUME 6, 2018
For simplifying the computation and considering that the value of σ 2 is generally small,ñ b andñ e can be approximated as zero-mean complex Gaussian noises with variance
After the normalization processing, (5) and (6) can be rewritten asỹ
III. ERGODIC SECRECY RATE
In this section, the lower-bounds and approximated expressions of ergodic rates at Bob and Eve are derived, respectively. Based on this, two approximated expressions of ESR for the artificial-noise-aided SM system with imperfect CSI are obtained subsequently. The ESR of the system is expressed as [14] , [19] 
where [x] + denotes max{x, 0}, R b and R e are the ergodic rates at Bob and Eve, respectively.
A. ERGODIC RATE OF BOB
In this subsection, we will derive the ergodic rate of Bob. With (7), the probability density function (PDF) ofỹ b is given by [12] 
Using (10), the ergodic rate at Bob can be expressed as
where
By means of Jensen's inequality, the lower bound of R b is obtained as
very small constant or a decreasing function of SNR, we can derive that lim
b have the same difference of log 2 (MN a ) between the high and low SNR regions. Moreover, R b and R low b are monotonically increasing functions of SNR. These results imply that the difference between R b and R low b is approximately equal to (1 − 1/ ln 2) for whole SNR range [14] . Thus, we can derive the approximated R b as
The lower bound (12) and the corresponding approximation (13) are verified by simulation (which is analyzed in section IV), and it is shown that they both conform to the simulation results.
B. ERGODIC RATE OF EVE
In this subsection, we will derive the ergodic rate of Eve. By using the derivation process similar to that of R b , the ergodic rate of Eve is achieved as 
To obtain the theoretical result closer to the actual value, a better approximated R e is also given by abandoning the term of (1 − 1/ ln 2), i.e., it is expressed as
Considering that equations (15) and (16) need to calculate the mathematical expectations, which will improve the complexity of computation, a simple approximated closed-form expression of R e will be derived. Let
, then the PDFs of γ 1 and γ 2 can be, respectively, given by
. Thus, the expectation in (15) and (16) 
Considering that the elements of h T e V 0 are the linear combination of N a elements of h e based on the null space V 0 , and d ij e,qm is the linear combination of two elements of h e based on the constellation symbol {x q , x m }, while V 0 and {x q , x m } are quite different and unrelated. According to this, we may neglect the correlation between ĥ T e V 0 2 F and |d ij e,qm | 2 , and utilize their PDFs to derive an approximated closed-form expression of the cumulative distribution function (CDF) of γ 0 , i.e.,
With this CDF, (19) can be rewritten as
2−Na 2
where W λ,µ (z) is the Whittaker function [20] . Substituting (21) into (16) yields the approximated closedform expression of R e as
Equation (22) is an approximated closed-form expression of (16) since the correlation between γ 1 and γ 2 is neglected, but their difference is smaller since the correlation is relatively weak, which will be shown by the simulation results.
Hence, with (9), we can obtain an approximated expression of ESR as follows (23), as shown at the bottom of the previous page: and approximated closed-form expression of ESR as shown at the bottom of the page.
With these expressions, the theoretical ESRs can be calculated which are also corroborated by simulations. Moreover, equation (24) has lower complexity because it does not require computing the mean value. For perfect CSI, the estimation error variance σ 2 = 0, ρ = 1, η b = N 0 , then (23) is reduced to (25), as shown at the bottom of this page and (24), as shown at the bottom of this page can be reduced to (26) as shown at the bottom of next page, whereγ 1 
Equations (25) and (26) are the approximated and closedform expressions of the ESR in the presence of perfect CSI, respectively. Theoretical results above are found to be in good agreement with simulations, which will be testified by the following simulation.
IV. SIMULATION
In this section, the secrecy performance of artificial-noiseaided SM system under Rayleigh channel with imperfect CSI is evaluated by simulations and the derived theoretical expressions, and the impacts of estimation error variance σ 2 and power allocation coefficient θ are also analyzed. In simulations, the total power is normalized to one, and correspondingly, the noise variance is given by N 0 = 1/γ , whereγ is the average SNR. The number of transmit antennas N a = 4 and the modulation size is M = 16 (16QAM). We perform Monte Carlo experiments consisting of 10000 independent trials to obtain the average results. Fig. 1 and Fig. 2 illustrate the ergodic rates of Bob and Eve with θ = 0.5, respectively. The estimation error variance σ 2 = 1/(τγ ), where τ is related to the length of pilot sequence, and we set τ = 10 in these two figures. In Fig. 1 , the lower bound of the ergodic rate at Bob is calculated by (12) , and the approximated one is computed by (13) . It is found that the approximated ergodic rate is very close to the simulation due to better approximation. Besides, since the approximated ergodic rate is obtained by omitting the term of (1 − 1/ ln 2) in low bound, the gap between the simulation result and the lower bound is a constant, i.e, (1/ ln 2 − 1). This result shows the effectiveness of (13), and that omitting the term of (1 − 1/ ln 2) in (12) is also valid, and can make the theoretical value closer to the corresponding simulation. Moreover, from Fig.1 , we can observe that when the average SNRγ is large, Bob will obtain the ergodic rate of log 2 (MN a ), which accords with the asymptotical analysis below (12) .
In Fig. 2 , the lower bound and the approximation of the ergodic rate at Eve are, respectively, calculated by (15) and (16), and these expressions include the calculation of expectation. The approximated closed-form ergodic rate is obtained by (22). As Fig. 2 illustrates, the approximated and the approximated closed-form curves nearly have the same values. Moreover, compared with the lower bound, the approximated results are closer to the simulation. The results above indicate that these theoretical expressions of the ergodic rate at Eve are also valid. In Figs.3-5 , we consider another model of the estimation error, where σ 2 is constant. In Fig. 3 shows the theoretical and simulated ESRs of the SM system versus SNR with θ = 0.5, where perfect CSI (σ 2 = 0) and imperfect CSI (σ 2 = 0.01) are both considered. The approximated and approximated closed-form ESR are obtained by (23), (24) for imperfect CSI and by (25), (26) for perfect CSI, respectively. As seen in Fig. 3 , the approximated results agree with the corresponding simulations for both perfect and imperfect CSI, which indicates that these theoretical expressions are also valid for both perfect and imperfect CSI. Comparing the approximated ESR with approximated closed-form ESR, they only have small difference at low SNR, and nearly approach to be consistent at high SNR. The result above indicates that the derived approximated closed-form expression can effectively evaluate the ESR performance of the SM system with low complexity. Furthermore, the ESR under imperfect CSI (σ 2 = 0.01) is lower than that under perfect CSI (σ 2 = 0). The reason for the performance degradation is due to the estimation error. Fig. 4 illustrates the ergodic rates at Bob and Eve as well as the ESR of the system versus power allocation coefficient θ, where the SNR is set equal to 20 dB and σ 2 = 0.01. As shown in Fig. 4 , the ergodic rates at Bob and Eve both starts to grow with the increase of θ . This is because when θ increases, the power allocated to SM signal raises and that allocated to artificial noise reduces. The ESR increases when θ is smaller than 0.4, and then decrease when θ is higher than 0.4. With θ = 0.4, the ESR achieved the optimal value. The reason for this is that the ergodic rate at Bob grows faster than that at Eve for low θ, and the case for high θ is the opposite. As a result, the difference of their ergodic rates, i.e, the ESR, increases at first and then decreases with the increase of θ. where the SNR is equal to 20 dB and θ = 0.8. From Fig. 5 , it is found that the ergodic rate of Bob and the system ESR can tolerate σ 2 up to about 0.001 with a slight degradation, while the ergodic rate of Eve can tolerate the estimation error variance up to about 0.01 with a slight degradation. However, when σ 2 increases beyond 0.01, the ESR of the system degrades obviously. Besides, when σ 2 decreases to a certain value, the ESR will tend to zero since the ergodic rate at Bob becomes lower than that at Eve under this case.
V. CONCLUSION
In this paper, the physical layer security based on the ergodic secrecy rate (ESR) of SM system is investigated. We consider imperfect channel information (CSI) and evaluate the secrecy performance over Rayleigh channels. The ergodic rate and its lower bound for the legitimate receiver and eavesdropper are, respectively, derived. On the basis of these derivations, we further derive the system ESR, and obtain two approximated expressions as provided in equations (23) and (24). The former requires mean computation, and the latter can provide closed-form expression. Theoretical expressions for a special case of perfect CSI are also derived, as given in equations (25) and (26). With these theoretical expressions, the secrecy performance of the SM system with artificial noise and imperfect CSI is effectively evaluated, and the impact of estimation error and artificial noise on the system performance is analyzed well. Results show that the ESR exhibits obvious degradation when the estimation error variance is beyond 0.01. Also, after an initial increase, the ESR decreases eventually, with increasing power of the artificial noise. Simulation results comply with the theoretical analysis thereby validating the derived mathematical expressions. Namely, the theoretical ESR curve is in close agreement with the corresponding simulation curve, and the system ESR under imperfect CSI is lower than that under perfect CSI, as expected. MAQSOOD HUSSAIN SHAN is currently pursuing the Ph.D. degree with the Nanjing University of Aeronautics and Astronautics. VOLUME 6, 2018 
